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INCREASING SECURITY AWARENESS THROUGH LENSES OF
CYBERSECURITY CULTURE

Alina ANDRONACHE'"?

Abstract: Recent years have shown that the expansion of digitalisation implies an
extension of what needs to be protected. While businesses invest in technology to
protect against cyber-attacks, one of the top vulnerabilities remains the human
element. This questions the centrality of the human role, something which often
pertains cybersecurity policy, awareness, and training. Thus, it is imperative to
understand if such approaches remain good strategies in protecting an
organisation’s information, assets, and people. To portray the current state, this
paper takes into account prior developments in the study of Security Awareness and
in addition, it explores the relevance of Cybersecurity Culture. Accordingly, the
proposed approach aspires to delve into the value proposition of combining the
two. The research determines that attaining organisational resilience differs on
how employees perceive formal (awareness and cybersecurity policy) and informal
rules (i.e., culture). Further research is required to determine the long-term effects
in enriching Cybersecurity Awareness in context of Cybersecurity Culture.

Keywords: Security Awareness, Cybersecurity Culture, Behaviour; Organisational
Resiliency

1. Introduction

To date, it is known that cybercrimes are affecting the global digital economy,
organisations, and users alike [1],[2]. This matter has been investigated in many
ways hence digitalisation implies a paradox of progress meaning that apart from
benefits, it has exposed organisations to cyber threats as well [3], [4], [S]. Equally,
cybersecurity has been gaining importance due to its vital role in protecting the
growing digital infrastructure [6], [7].

This has impacted on risk response, security technologies, practices, and staff
behaviour. Consequently, even though the cybersecurity is an evolving approach,
failures demonstrate that efficiency is yet to be achieved. Whilst businesses invest
in technology to protect against cyber-attack, one of the top vulnerabilities remains,
the human element [8]. Evidence shows that security remains a twofold socio-
technical challenge [9]. Technology has become inadequate in ensuring security
and so the human intervention is needed in order to render a stronger response to
risk; hence threats are not constant and instead require continuous adjustment [10].

! Affiliation during research: Brunel University
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The challenge in today’s context is that humans are more exposed, more
vulnerable, and less motivated [2], [4], [8], [11].

As a result, there are growing appeals for transforming existing human capabilities
and behaviours to help avoid potential disruption of a potential cyberbreach [1],
[12]. A common strategy used to address the human side in security was addressed
by prior literature under security awareness. Antecedents of security awareness
research are believed to have been driven by prescriptive factors such
organisational context, standards, regulations, policy compliance requirements, and
knowledge gap. Traditionally, awareness has been applied in isolation,
acknowledged as insufficient in shaping organisational risk culture [13]. Taken
together, these factors demonstrate that managing human behaviour and culture
remains to be understood [14].

On the other hand, cybersecurity culture is found to influence organisational risk
response performance. So, proper cultivation could protect an organisation against
loss [15]. On these premises, factors such as employees’ beliefs, values, and
attitude in the context of cybersecurity can either be a risk or a foundation to
increase organisational effectiveness and resiliency [S5]. It is known that human
error or lack of motivation can lead to substantial consequences for any
organisation; and where the foundation is missing, the long term effects can be
problematic. Fortunately, taking steps to instil good behaviour and getting prepared
for a response to threats can diminish the extent of fragility and consequences.

This questions whether attaining organisational resilience varies on how employees
perceive formal (i.e., awareness and cybersecurity policy) and informal factors
(i-e., culture). To portray the current state, this paper takes into account prior
developments in the study of Security Awareness and in addition, it explores the
Cybersecurity Culture relevance.

Accordingly, the proposed approach aspires to delve into the value proposition of
combining the two, enriching Cybersecurity Awareness through lenses of
Cybersecurity Culture paradigm.

In the next section, an analysis of prior research is presented, followed by section
3, which covers the theoretical framework. Then, section 4 covers the research
finding, and finally, the conclusion is presented in section 5.

2. Literature review

Exploiting human flaws has become a risk and this raises the need for a more
secure culture of awareness to guide compliant behaviours [5], [16]. Recent years
have shown that the risk of incidents materialising is higher, and so the human
factor has become an essential component in maintaining secure organisation
practice [17]. On the other hand, employee negligence, whether deliberate or not,
push organisations to demand stronger security policy and requirements [18].
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2.1 Security awareness

The scope of security awareness emerged as a necessity to prevent breaches and
help employees understand the importance of maintaining vigilant practice towards
threats [11]. Habitually, organisations develop policies, procedures, and guidelines
to reduce human risks [19]. In the broad sense, under Cybersecurity Management,
this is encouraged to be an acknowledgement in protecting confidentiality,
integrity, and availability (CIA) of information assets [8].

2.2 Organisational culture

Culture is defined as being a meaningful way to sum up a range of behaviours. The
conceptual background of culture pertains to dimensions of cognitive, behavioural,
attitudinal, and normative aspects [17] along with other key components such as
group ethics, communication, customs, assumptions, and responsibilities [19].

Thus, developing culture can be defined as a way to increase the level of
awareness, norms, knowledge, attitudes, behaviours, intentions, beliefs, shared
values and a framework of ethical behaviour [17].

2.3 Cybersecurity culture as a sub-culture

In the context of cybersecurity, having a good understanding of what culture
implies could become a strong prevention strategy [20] and a way to positively
influence individuals’ perceptions and habits towards an expected behaviour [21].
The resulting behaviour would be a more robust capability and mindset to protect
information, assets, and people.

A key argument is that every organisation is different, with their own goals, risk
appetite, specific practices, context, and often other sub-cultures that can trigger
different results. Consequently, solutions to tackle security culture vary and are
often challenging for organisations. In turn, they need to adjust and find a suitable
practice in line with the organisation’s overall culture [22],[23].

It is essential to acknowledge that cybersecurity culture definition is still undefined,
and even though it implies the influence of fast pacing digitalisation, it seems a
concept that is hard to change [21]. One of the key reasons is that culture is not
understood and more concerning subcultures within business units play an
influential role on the overall results.

The importance of keeping peace with cybersecurity has been defined by some as
risk culture; hence motivating employees to follow procedures or learn protective
skills has been acknowledged as a people-centric approach. Conversely, this
ingrains fear that insecurity has become a sensitive matter. Beyond the outlined
approaches, having a good cybersecurity culture is not all about setting the right
policies or procedures or checking effects. It implies setting strategic risk
awareness beyond mitigating controls and getting collective responsibility that has
a significant impact on daily activities [3], [24].
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With increased hyperconnected environments, employees face higher risks of
falling victim [25], [18] and as such, organisations which seek to nurture
cybersecurity culture help avoid a siloed approach of awareness and instead
encourage training that highly relies on competencies and knowledge. A cultural
approach would consider the effects of a secure culture of awareness in the context
of perceptions and respectively behaviour. [26] highlighted that culture within an
organisation is a key determinant for cybersecurity management and its security
performance. It was suggested that a security-aware culture indirectly guides the
protection of information and assets as well as raising awareness of risk and
responsibilities. We can draw the conclusion that the unwritten practice of sub-
culture impacts at various levels across an organisation as well as on the secure
course of actions [26].

This widens the debate of how every employee can affect cybersecurity practice
and how non-conformance can lead to vulnerability, thus highlighting how
important it is to start internally with a substantial baseline, adequate policies, and
behaviour monitoring [9].

It is argued that that technical and administrative control within a cybersecurity
function should imply a uniform and a confirmed approach. Beyond technology
and documentation, the human aspect plays a significant role in the successful
application of direction of expected controls and behaviours. Thus, how to tackle a
cybersecurity culture strategically and instil employee’s commitment remain a
challenge [9].

This could be problematic because it emphasises dependencies on long-term effects
on how security is collectively perceived in a workplace. A challenging problem is
that it has a causal relationship to the overall organisational security posture. It is
assumed that the cultivation of cybersecurity culture in an organisational
environment could influence behaviour and attitudes among individuals [27]. Thus,
cybersecurity culture aspires to tweak the group mindset towards consciousness of
risk as well as adherence to internal policies [28]. In addition to generic research
findings, literature emphasises different dimensions of culture that overlap, namely
behaviour, perception, assumptions, knowledge, commitment, accountability,
awareness, attitude, communication, norms, responsibilities, or values
[271.[28],[29]. All the aforementioned are believed to be predisposed by artefacts
(i.e., procedures) and exposed values (i.e., guidelines) [30]. Previous studies have
based their criteria on selecting a few elements and have articulated either a top-
down approach or mid-level approach (i.e., operational), while some other studies
focused more on awareness and emphasised a bottom-up approach. On the other
hand, organisational culture is expected to constantly strengthen ethical and
appropriate risk appetite. To portray this further, the standardised approach of the
institutional side of culture was even described as programmed behaviour, although
it is most probably a pattern under a form of expected behaviour.[30],[31].

10
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2.4 Linking practices

Cybersecurity culture is recommended to be anchored in organisation culture and
objectives [32]. Marrying the two concepts (organisation culture and cybersecurity
culture) has the potential to invoke an intuitive response, change mindset, instil a
readiness concept to risk, and embed all this in daily practices. In addition, if this is
supported with awareness and training, among many behavioural aspects, it could
lead towards greater security culture. ‘Cultivating’ (i.e., preventing) and not
‘prescribing’ (i.e., curing) as security awareness does invokes an intentional
acknowledgement that technology alone is not sufficient and everyone has a role to
play. Nonetheless, literature shows such approaches have been overlooked in the
past [26]. Whilst cyber risks are acknowledged [4], the cyber threats still
contextualise, and the human side is still one top reason a cyber breach occurs.
Nevertheless, no matter how sophisticated technology and policies are, the
employees’ behaviour is not always expected. Too many organisations security
policies do not always work, or employees do not pay interest, whilst tending to
underestimate cybersecurity risks. Given the two sides of a risk, the insider threats
remain amongst top ‘threat agent’ of breaches, either if occurs intentional or
unintentional [4].

However, on other occasions, some organisations lack sufficient resources or
knowledge [5],[28],[33]. To support the message and prompt regular discussion
about cybersecurity, organisations review policies and expect to drive uniform
behaviour. Nonetheless, uncompliant habits or misuse remain a difficult aspect to
control [5].

2.5 Factors

Identifying factors that affect users’ intentions to comply with cybersecurity
policies is of utmost importance. Tackling this issue has a sense of urgency due to
its causal relationship to motivate, determine and drive the engagement of an
employee. Policies are frequently cited as the ones that guide good behaviours and
drive the norms but remain prescriptive in its nature.

Nevertheless, culture in context of awareness is suggested to be a moderator and a
driver for effective implementation [34]. Thus, tackling human factors require
finesse due to the systemic implications and the fact they change over time.
Moreover, the problem pinpointed is that the literature lacks clarity around how to
enhance cybersecurity behaviour and employees’ threat perception without creating
security fatigue [33]. Another aspect that came to the surface is that change
behaviour could be superficially tacked as awareness if deployed through
presentations, policies, or one-time action [35]. How an organisation can ensure
consistent and long-term results remains dependent on the influence of key
determinants as outlined in Table 1.1.

11
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Table 1.1 Determinants of cybersecurity behaviour

Key determinants of security culture

Strategic Leadership [5],[36]
influence Policies [9], [19], [28]
Compliance and conformity | [38], [39]
Sanctions [5]
Organisation culture [37]
Awareness and training [28], [35], [49], [58
Response cost [45]
Reward and Recognition [4], [45]
Engagement and | [11]
communication
Social influence Group or co-workers’ | [5],[16], [17], [21]
behaviours
Security fatigue [33]
Cultural differences [36], [37]
Group habits [5]
Individuals’ Vulnerability and probability | [21]
perception Efficacy in dealing with | [4], [45]
security threats
Experience/awareness [53]
Personality and values [27], [46]
External rules Regulation [40]

Nonetheless, as observed in Table 1.1., there are key determinants which can play a
role in influencing behaviour when a threat occurs. To put it another way, cultural
variables can both enhance or impede behavior dependent on the interrelationship
bewtwen variables [36]. For example, cultural differences are variables that can
affect managerial control as well as individual evolution and input. That is to say
that strategic decisions must acknowledge these variables and interrelated effects
[36].

Practically, at the basis of a projected compliant behaviour are policies, procedures
and guidelines. However, these findings suggests that the missing link is that each
individual and organisation are unique. The organisation’s vision and mission
define its main goal, whilst people bring their own perspectives. Thus, approaching
cybersecurity as an instrument [24] can help determine suitable patterns and
approaches for awareness [28].

Notably, an organisation’s core values, norms, traditions or philosophy may
possibly provide understanding how risks are understood, addressed, and mitigated
[37].

12
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3 Theoretical lenses

As literature showed that culture incorporates strategic influence, social influence,
individuals influence and external influence, the debates about what build good
security culture remain unanswered. [33] emphasise that despite significant
theoretical contribution, translating such approaches in practice might not always
successfully influence risky behaviour.

To combine the cognitive variables, a model that combines variables of Protection
Motivation Theory, and Institutional Theory is presented in Figure 1.1. and
includes:

Institutional Theory (ITT) — considers the value, normative rules, legitimacy,
beliefs, principles, practices, structures, processes, obligations, behaviour, ethics,
and social systems establishing command and assigning responsibilities. The
external rules, also known as ‘rationalised myths’ (traditional conformity) can
influence an organisation through isomorphism [38], [39]. There are various
interpretations regarding institutional views, hence the response of academics
focusing on various aspects. Institutional Theory posits how mimetic, coercive, and
normative pressures affect the interdepartmental linkage compliance on daily work
practices [40]; including variables such as External Rules, Coercive Isomorphism,
Normative Isomorphism, and Homogeneity Rules Influence.

e Coercive isomorphism describes to the informal and formal pressures an
organisation gets from several sources and the resultant organisational
behaviour [41]. The concept of coerciveness is about external action and
the rendered effect, comparable to other organisations. Most often seen as a
recognised as a professional expectation in the form of a norm, obligation,
moral, standard or duty [41]. This can include, for example, the effect of
peer organisations, competitors, regulatory bodies [40], political impact,
control from supervisory authorities, and economic factors [42], among
many others.

e Normative isomorphism reports the collective effect of professionalisation
[42] and concentrates on normative social expectations to control specialist
positions categorisations [39] that order responsibilities. Some examples of
normative influences are professional interactions at events (e.g.,
conferences, professional associations meetings) among specialists [43].

e Mimetic isomorphism questions the cognitive influence of others’ success
to be emulated and taken granted as a solution to thrive and be recognised
as legitimate [38], [42]. It analyses what leads to specific organisational
decisions taken in specific practices [39] mechanism or structures [41].

Protection Motivation Theory (PMT) — explores the cognitive process of an
individual when it is exposed to a threat [44]. The theory considers an individual

13
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behaviour under variables such as motivation, probability, severity, vulnerability,
response efficacy, self-efficacy, response cost, reward [45]. The utility of this
theory is to understand to what extent threat perception triggers a positive or
negative response [4]. The likelihood of such variables to materialise in predicting
secure behaviour and policy compliance are incremental when implementing
security measures.

PMT
—————————— » Probability, Severity, Vulnerability
PMT & ITT
—————————— » Reward, Willingness, Acceptance and
Cost

ITT
__________ » External Rules, Coercive Isomorphism,
Normative Isomorphism, and

Homogeneity
PMT
“““““ > Response Efficacy, Self-efficacy, and

Response Cost

PMT
BEHAVIOR  iiucslpiips P Voluntary or Mandatory

Figure 1.1 Cybersecurity culture model

As seen above, the two theories are funneling down a social system that
subconsciously perceives through cognitive variables, processes, constructs and
relationships that influence response and behaviours [46]. Security culture
relationship with cybersecurity management is unclear within literature [47]. On
the other hand, the effects of security awareness on security culture seem evident
yet only help with segregated understanding and some degree of responsibility
[45], [47].

This research thus proposes to include cultural aspects of cognitive behavioural
responses (Protection Motivation Theory) and conformity (Institutional Theory) to
security awareness programmes, so it can position an organisation to have better
resilience. Organisational culture, on the other hand, is unique to every
organisation and could have multiple layers from prescriptive rules to ideal
behaviours. Breaking this down, the way organisations plan to mitigate risk can be
expanded by understanding that norms, behaviours, attitudes and beliefs can
sustain the performance of an organisation holistically. It can lead to a multi-
layered approach that implies lenses of psychology, change management, and
strategic management. Fostering a security mindset through the view of
organisational culture, avoids limitation in implementing measures, and instead of

14



JOURNAL OF INFORMATION SYSTEMS & OPERATIONS MANAGEMENT, Vol. 15.1, July 2021

placing focus on the procedural side, it could expand on a broader view,
incorporating perception and enculturation.

4. Data analysis and results

This research was exploratory and interpretative in nature to investigate challenges
in the financial industry. The paper utilised qualitative data from 26 semi-structured
interviews to investigate if cybersecurity awareness remains a sufficient strategy in
protecting an organisation resiliency.

The Human factor is identified as a category that inhibits implementation relates to
people-centric rapport, meaning that 30.95% of respondents reported concerns
related to the ability to recognise problems and avoid human error. This finding is
in line with prior research which reported that people-related risks are a common
challenge for organisations [48].

A breakdown of human factors is detailed below:

(1) Skills deficiencies (13.04%) - investment in skills and knowledge of employees
was reported to be another factor that affects compliance behaviour.

(2) Lack of awareness (17.91%) - investment in skills and knowledge of employees
is a factor mentioned. The literature indicates that security awareness is a
component of culture bearing influence over organisational effectiveness [49].

When questioning why cybersecurity controls fail, the evidence from interviews
highlights that many inhibitors are people-centric and refers to human capabilities.
Briefly, the respondents emphasised that there could occur a domino effect if skills
deficiencies and lack of awareness are missing. The concerning result is that these
two people-centric inhibitors it can affect an organisation ability to deploy suitable
response. Given these facts, it is acknowledged that this can leads to difficulties in
reaching effectiveness and cybersecurity maturity. Accordingly, lack of skills or
awareness can deter appropriate lines of responsibility, accountability, and
knowledge, all of which are essential element of cybersecurity [50].

Governance factor

(3) Inappropriate governance was pinpointed by 10.14% of respondents as being an
inhibitor. Failure to understand cultural context and governance need was indicated
by respondents as being detrimental for organisations. For instance, poor
governance it can be hindering policy applicability, disengage business units, or
even have contradictory interpretations for risk. In addition, unclear accountability
(responsibility) sustains deficiencies. The readiness to overcome governance
weaknesses depends on the organisation’s acceptance to change, the cost involved,
and the availability of resources [51], [52].

(4) Lack of management commitment (11.59%) in translating how strategy aligns
to security culture makes it difficult to understand how prioritise risk.

15
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Inadvertently, respondents believe executive ignorance it can imply a spreadable
effect on employee behaviour, resistance to change and/or non-acceptance.

(5) Cultural deficiencies factor (11.59%) was found to be one of many components
that could impact an organisation security organisational posture. The findings
indicate concerns of respondents in this regard. Traditionally, within the literature
the risk culture concept is a compound of values, past experiences, philosophy, and
behaviours [53]; in addition, same author specifies that materialise in a form of
pattern of conduct [53]. Detailed examination of risk culture showed that culture
deficiencies are predictable and define repeatable behaviour. Much of the literature
identified internal values, beliefs, knowledge, and understanding as number of
limitations. Therefore, most scholars suggests that that risk culture involves two
main strands: (1) organisational attitude and (2) people’s behaviour under risk
pressure. Accordingly, other findings show that culture deficiencies could be
influenced by key elements such as leadership, strategy, adaptability, coordination,
and relationship [54], [55].

Resource factor

(6) Cost - 11.94% agreed that the cost of security awareness implementation is an
inhibitor. One noticeable aspect is that the intrinsic investment’s purpose is to avoid
cost instead of producing income [57]. The literature suggests that many
organisations have challenges when intending to invest due to such perception in
the latency of results [57].

To summarise the results, the findings give clarity around the fact that multiple
elements interrelate. Interestingly, education, awareness, skills set, and
communication were perceived as different by respondents; This result is
somewhat the opposite of literature which shows that all of the above compound
elements of culture. The findings also offer insight into the following:

— Cybersecurity culture depends on governance (33.32%), people (30.95%) and
resource (11.94%). All interrelate, and play a significant role, thus ingraining
cybersecurity culture means adopting a bottom-up approach (resources, people,
technology and governance) [5]. Prioritising its effort as a community and
increase resilience also means delivering security awareness, and additionally
considering cultural characteristics and pain points as a whole. It fosters an
environment that encourages compliance behaviours as an informal measure.

—Where cultural deficiencies remain undressed, the security awareness is
unsustainable to proactively support compliant behaviour.

—Security awareness programmes are still yet to mature whilst other
organisations lack a formal programme. Likewise, within the research field is
believed that has not reach maturity [58].

16
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These empirical results and the reported findings within the literature, suggest that
planning and instilling a risk culture requires consideration of knowledge,
behaviour, and culture characteristics. The Researcher concludes that if the concept
of cybersecurity culture is embraced within a Security Awareness programme, it
can lead to relevant, understandable, and personalised content and delivery which
can motivate compliant behaviours (conformity) through cognitive lenses.

4. Conclusion

The research proposed to validate if Security Awareness is a sufficient strategy in
current context in order to determine what other factors can help an organisation
limit human-related risk. Poor behaviours demand a change of mindset in order to
keep pace with technological transformations and implications whilst complacency
reigns.

By answering the research question, this paper validates that Security Awareness
strength can be increased through the lenses of culture concept. Additionally, this
paper contributes by challenging the conceptual shift of cybersecurity awareness
towards a more integrative approach. This supports the idea that both domains,
culture and awareness share common dependencies and interdependence. For
instance, they rely on expanding knowledge as well enforcing good practice.

Overall, this paper expands on challenges posed by how security culture is
perceived due to various interpretations and consequential inconsistent outcomes. It
thus proposes to include cultural aspects of cognitive behavioural responses
(Protection Motivation Theory) and conformity (Institutional Theory) to security
awareness programmes, so it can position an organisation to have better resilience.

Considering the pace at which digitalisation evolves, the findings are relevant for
the time of writing this paper. Further research exploration is required to determine
the long-term effects and implications of the cybersecurity culture paradigm. It is
recommended that future research should imply more considerable empirical
evidence that might determine further insight into potential trends and
developments.

Another avenue of further research could be the effects of fostering cybersecurity
culture across organisations through formal programmes in order to determine their
sustainability in practice.
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MIXING COOPERATIVE AND COMPETITIVE APPROACHES
AS A WAY TO ACHIEVE ACADEMIC PERFORMANCE
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Abstract: As long as humans have walked the earth, people have depended on
making continuous progress accomplished by learning and achieving excellence in
every aspect of our lives. Developing new skills and keeping a focused mind on
progress is what sets humankind apart. This paper aims to examine the available
approaches and outline the benefits of mixing cooperative and competitive-based
learning when studying or achieving performance. An overview of them is
presented, where cooperation-based learning, competition-based learning, and a
mix of both are explained in turns. Past research and findings are mentioned,
analyzed, and the benefits and risks observed are taken into account. A series of
tests and observations are also made that conclude that both competition and
cooperation have downsides, which can be avoided when mixed. The study results
show that a mixing of cooperative and competitive approaches is preferred by
students and tends to give better results.

Keywords: Competition-based learning, cooperation-based learning, education,
educational models, interactions, mixing learning strategies, performance, skills,
strategies, students, teamwork.

1. Introduction

Approaching the link between competition and cooperation is essential in
establishing the correlation and differences between them and being a familiar
concept and debate for several fields such as philosophy, sociology, politics, or
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psychology. The scope is to present a study to establish the relationship between
these two social interaction types as strategies for improving learning and linking
historical tangents on this research subject.

As a student works on formulating a response to a task, he or she must try to work
together and talk to other students. The impact on exchanging ideas between
students, working through misunderstandings to reach a typical result, absorbs the
content more effectively and reciprocally to get an understanding. The cooperation
environment leads to team participation and contributes to multilateral
development, thus involving listening between students, exchanging ideas, and
contradicting individual approaches. A student can bring his point of view and
arguments. Moreover, an important aspect is that students run across different
strategies, other styles of thinking, albeit gain experience involving these
difficulties with group work.

What is the competition? Firstly, it is a competition between rivals and secondly a
competition to outdo yourself. In everyday life, competition leads to an innovative
environment, while competition between students is an element that turns potential
into success. Competition is a significant element in our lives, so there would not
have been so many technological revolutions without it.

Regarding other studies that analyze cooperative and competitive behavior, it can
be noticed that these two types of social-human interaction represent two
independent dimensions that introduce opposite means and approaches. However,
connecting the vectors of both strategies can also involve essential advantages such
as:

1. A cooperative environment in which competition takes place can lead to
improved educational strategies.

2. Forcing cooperation between two competing parties would mean a product
two times more efficient by complementing each other.

3. A strategy to use the cooperative environment for individualistic purposes
instead of altruism could lead to crucial personal progress.

2. Overview of the approaches
A. Cooperative approaches

A notable remark given by anthropologist Ashley Montagu [1] is that cooperation
is in close contact with society. Moreover, teamwork is vital for an organization,
specifying that individuals must have good cooperation skills to be successful.

In the 1960s, the term cooperative learning was new and lacked attention by
teachers and students. There was a giant monopoly of competitive and
individualistic learning. The main idea of those times was based on social
Darwinism. This approach revealed that the situation "dog-eat-dog" world [2] was
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a baseline for students and must survive. The myth of "rugged individualism" was
one of the most vital ideas for survival in a cooperative environment. Nowadays,
cooperative learning is often used in all fields, especially in educational ones. It is a
challenge to find an educational element about learning that avoids describing the
use and the effectiveness of cooperative learning. So, it can be said that cooperative
learning has achieved enough power to destroy the monopoly of competitive
learning.

Gillies, Robyn says in his work [3] that cooperative learning is an educational
instrument that transforms all the activities and lessons into the learning experience
in academic and social scope. This type of learning is about structuring classes into
small groups to make them work together, and every member's
accomplishment depends on the group's triumph [3]. Approaching cooperative
learning, it is not having side-by-side students who discuss individual performance
and evaluate their assignments. It is not a "team" in which a single person does all
the work, and the rest of the participants accept the job. Cooperative learning is
about creating a real connection between persons. A strong interdependence of
influences of each member must have a voice and a substantial role. The top part of
cooperative learning is that students must work together to build and complete
interdependent goals [4] and enjoy them as a group.

Cooperative learning is a teaching strategy that supposes organizing the tasks for
small teams, which involve different students with different abilities to improve
their understanding of a subject and perform the job together. It is different from
cooperative learning because cooperation is an approach in which students impose
themselves through interpretation and style, being outlined, primarily individuals.
They must take responsibility for their ideas and actions and respect other
individuals' choices [5]. Non-identical perceptions differently value cooperative
learning. For instance, this approach was tested in lectures, and the results were
conflicting. Vreven and McFadden [6] have found that cooperative learning
activities are not as successful as discussed. Still, students from a case study by
Cavanagh [7] concluded that cooperative learning approaches are beneficial for
them because, in this way, they can interact. This matter helps them face and solve
issues together, sharing different ideas through individual differences to construct
better new perceptions and solutions [8, 9]. Zakaria and Iksan [10] considered that
cooperative learning is more effective when students share ideas and cooperate to
accomplish educational issues and tasks. Toumasis [11] has studied the effect of
cooperative learning with 8th-10th graders that had to analyze and understand
mathematical textbooks. He found that working cooperatively helped students
create new relations, learn to appreciate, and make use of their mental differences.

Cooperative learning includes five components as presented in [4]: face-to-face
interaction, individual accountability, positive interdependence, social skills, and
group processing. Nam & Zellner evaluate cooperation as a positive
interdependence in learning environments that can bring lots of benefits, improving

25



JOURNAL OF INFORMATION SYSTEMS & OPERATIONS MANAGEMENT, Vol. 15.1, July 2021

group success on doing tasks through mutual motivation and understanding roles.
Based on positive interdependence, students must participate in an active way for
their group voice. Morton Deutsch [12] has found that the foundation of a group
consists of analyzing the group members' joint positions and motivations, which
supposes a substantial role for each member of the group, being fully responsible
for it. Positive interdependence can mean the positive coordination of mixed
minds, which implies a healthy cohesion of a group's abilities. Thanks to this
component, group members are focused on positive group goals, and so they are
tented to isolate conflicts suppressing them with positive minds.

The face-to-face interaction enables the group members to address significant
concerns and challenge their teammates in achieving the milestones and goals. This
component facilitates productiveness, feedback, and support in the group [4]. Face-
to-face interaction is about helping each other, and why not motivating. So that
members challenge each other and promote each other's success. They are trying to
help and complete other participants peacefully and actively. The sense of
community is created and nourished through accountability and responsibility in
these teams. The group's performance is associated sometimes with the weakest
member, and for this, the team players help each other and maintain a good stat for
the team.

Group successes depend on a series of unique effects on group success, in Slavin's
opinion [13]. The group executes the social skills component intended to help
weaker persons of that group. Group assignment permits a unique submission for
the whole students, and this version balances the notions and helps the vulnerable
group members. In 1986, Wall & Nolan evaluated group equity as a vital
component for a group's future success, stating that more inequity can induce
satisfaction to decrease and conflict increasing. It is substantial to have strong
social skills in every cooperative group member because they keep the group
united and affirm themselves. Skills include interactive communication, social and
group skills such as management skills, joint decision making, loyalty, teamwork,
and conflict management. Gillies and Ashman figured out that students taught to
cooperate and help each other tend to be more respectful and appreciate other
cooperation partners' influence [3]. For better performance of social group
interaction, members should be good enough and free to listen to other persons, be
objective critics, feel free to share ideas, accept different ideas, and be free to take
responsibility for the group failure. To contribute to a team, each individual must
have the right skills — in some cases complementary skills or the same, for the
project, and in this way, the forehead goals can be reached [14]. Technical skills
are required to succeed, but they also need good communication. The assertive
approach can assure excellent working and planning in a team. Effective
cooperation requires soft skills from its members to ensure compact and substantial
group interactions[4]. When group members communicate to make decisions,
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receive feedback to know what to develop, what to change, and what to reject. It
aims for group effectiveness for better further results. Group processing appears
when members can talk about group growth and improve the process in the group

[4].

Certainly, cooperative learning strongly depends on groups. A teacher or educator
has an essential role in managing cooperation between groups [3]. Cooperative
base groups are heterogeneous, and teachers must be responsible for keeping the
balance between members and teach needed social skills for stable and practical
cooperation. To follow the vital concepts of cooperation, an educator must create
the roots of all the components above specified in a group and make them meet,
discuss, analyze until the moment when the group members will be ready to do
these by themselves.

Teachers can make possible or improve interaction in groups, ensuring students
stay near each other. This way, they can perceive each other's words, thoughts,
ideas for keeping a constructive verbal and non-verbal dialog. If students can
interact with their peers, they can learn to understand each other's thoughts and
respectively afford others to understand their thoughts in Gillies' opinion.

Cooperative learning makes the use of different techniques, such as TPS, that allow
students to approach a problem in a silent mode, putting down thoughts or keeping
them in mind and then making students pair up to discuss each other's ideas. This
technique is helpful because each student will have at least two theories based on a
topic and will not suffer from a lack of arguments. Another technique is Jigsaw,
which proposes the students split into two groups: homegroup and expert group.
Once selected a topic, they are transferred from a homegroup to an expert group
where they form themselves on the indicated topic. At long last, they return to their
home group, but in the quality of teachers. Using Jigsaw Technique is the need to
train and form teen researchers [15] in science and transform students into teachers,
making them understand these differences. This plan of action is an excellent
simulation of characters and their influences in science for the sake of the
educational community. Timothy Hedeen created a variation called Reverse
Jigsaw. The difference between the two is presented in the teaching step. In
variation technique, students in teachers' roles do not return to their home groups
but are teachers for the entire class.[16]. The other two techniques are the inside-
outside circle. Students make rotations to meet a new partner every time to
communicate for answering questions or discussing answers from teacher [16] and
Reciprocal teaching with clear ideas from its title.

Having these explained, the main benefits of cooperative learning are:

e Students can learn better in groups when they can work and have an honest
discussion. This setup facilitates reciprocal help to each other.

27



JOURNAL OF INFORMATION SYSTEMS & OPERATIONS MANAGEMENT, Vol. 15.1, July 2021

e Learning is improved when the medium is collaborative because free
speech is promoted and addressed from multiple points of view.

e It allows interaction between students and teachers, and it can be applied to
multiple audiences and student levels.

e Their lack of knowledge may less threaten students who learn from other
students and, therefore, more comfortable asking questions from a fellow
student rather than a professor that can be more explicit thanks to the
similarity in thinking.

e Cooperative groups solve problems through interactive discussion among
members.

e Weaker students have a great chance to exhibit and develop themselves
and learn from the best ones in a group.

e Students can test themselves as listeners and teachers.

A threat among society is the constant evolution of cooperation marks Sharan. For
example, managing heterogeneous groups for teachers can be a challenging idea to
understand, sometimes stressful. It is a complicated challenge to keep the groups in
a good state, explaining some concepts about coordination and cooperation skills.
One risk is when the teachers always keep students in the cooperative space. As a
result, the teacher may lose control.

B. Competitive approaches

In the Cambridge Dictionary, "competition" is defined as "a situation in which
someone is trying to win something or be more successful than someone else.”
Competition usually preys on one's ambition and pushes him or her to strive to
outperform their opponents and, most importantly, themselves. It's a vital
constituent informing students into successful people, and it drives our world to a
better tomorrow through innovation.

Competition can be classified into two classes: direct competition and indirect
competition.

Direct competition refers to a situation in which individuals compete directly
against each other to achieve better performance or win a sure reward. A good
example would be a group of students who compete to earn the highest grade in a
class or a race.

A situation in which an individual does not directly know his competitors and
strives to achieve the most remarkable results he can muster is considered indirect
competition. In particular, after graduating from secondary school, students apply
to college. Only a finite number of seats are available, and the student is accepted
only if he or she counts among the best students who apply. This situation may find
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two students who do not necessarily compete against each other fighting for the
same spot.

One of the problems of competition is that we wrongly think of it as the opposite of
collaboration.

Team-based competitions require the people involved to take on challenging tasks,
communicate, collaborate, cooperate and work as one. Having more teams trying to
achieve the same goal goes a long way in motivating the teams to become more
cohesive, collaborate, and develop new ideas. The competition also enhances social
and emotional learning. Students gain a better understanding of how to deal with
conflicting opinions, statements and mediate internal problems to better their
competitors.

Brown, Cron, and Slocum [17] analyze competitiveness in 3 ways: trait
competitiveness, perceived environmental competitiveness, and structural
competition.

A person's temperament preference towards competitive situations is regarded as
distinction competitiveness [18]. Educational psychology regards trait
competitiveness as one of the most critical and dominant personality assemblies
[19] [20]. Nevertheless, research regarding trait competitiveness in correlation to
task performance is plenty, and mixed results were found. Carsrud and Olm [21],
while studying entrepreneurs, found that trait competitiveness directly impacts
company performance, and Brown and Peterson [22] concluded that sales
performance and competitiveness are directly correlated. Other studies, using the
work of Helmreich and Spence [23], found that performance is more common with
people who desire to excel in challenging tasks and achieve mastery and show low
levels of competitiveness.

Environmental competitiveness regards the way a person understands this race.
Deutsch [12], Kristof [24], and others have declared that the most critical aspect of
competitiveness is how the participant perceives competitiveness in an
environment. One of the fields in which perceived environmental competitiveness
is regarded as extremely important is education. Although many studies analyze the
impact of competition on students in educational environments, none of them
focuses on the individual and how his perspective on the importance of a particular
competition affects his performance. Most studies analyze competition at a group
level, trying to answer if competitive groups perform better than non-competitive
groups.

Structural competition refers to basic situations in which two or more people
compete against each other to win some rewards that cannot be enjoyed by all [25].
Most research regarding structural competition took place in simulated settings
with groups of people, and mixed results were produced. Mueller [26] found that
people tend to set higher goals in a competitive environment, while House [27]
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concluded that men set higher goals in direct competition with women. On the
other hand, women set higher goals if they work alone.

Studies have theorized that a competitive approach is best used when practical
skills are involved [28]. Collaborative and cooperative approaches tend to
specialize the people involved in certain aspects of the entire project, while
competitive ones give an ample understanding of the whole mechanism. This is
probably caused because one person takes on the whole workload and needs to
know how every piece works and its purpose in the whole process. As for
theoretical skills, cooperative approaches are preferred. More people working
together implies that some of them have a clearer understanding than others, and
they can share their knowledge with their peers. In sharing, the receiver is not the
only one who benefits. The messenger gets to test his knowledge and find holes in
his logic to understand the subject better.

When it comes to sports, the competitive approach takes the cake. It is vital when
someone needs to push their limits and excel. The thought of winning a prize and
being the best at something triggers the adrenaline rush and keeps you motivated in
your training.

Nevertheless, some studies [29] do imply that competitions can be dangerous for
children. Being part of a competition can create a risk for the participants to
experience anxiety, depression and develop a poor sense of worth. Disappointing
their teachers and parents may push them away from participating in other events
or learning something new. Unjust expectations may put unnecessary pressure on a
candidate, so it is best for children to have a close mentor for encouragement and to
get them back up after a defeat.

C. Mixed approaches

Johnson & Johnson[30] stated that the two environments of cooperation and
competition are very different in terms of learning, but in combination, it offers
benefits to students. Following Kohn's [31] analyzes in education, it was
discovered that Americans approach differently the term "competition," namely:

e The first opinion is one of "enthusiastic support" which presumes
involving as many children as possible in the competition because in this
way it fosters character and augments excellence.

e The second opinion sounds "qualified support”, can be fun and healthy,
regardless of the need to always win or be the number and eliminate
competitors by pushing.

According to Kohn, it has been researched for a long time and assumed that the
expression "healthy competition" is malicious, it simply harms. This process,
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according to Kohn, should improve people's self-esteem and worth. But it is quite
the opposite, increasing the chance of self-doubt and reducing the chance of
developing as an esteemed person.

Kohn compares competition as "a recipe for hostility," explaining this expression
with the fact that it can cause a problem, as one person wins when the other loses.
One of the final points reached is the development of lousy relationship intentions
or considering the friend as a rival / enemy. Johnson & Johnson [32][33] argue an
approximately similar idea that competition has destructive consequences and
should not be possible in circumstances where adolescents grow up. Both Kohn
and Johnson both say that cooperation and working together are healthy ways of
knowing and learning. Thus, one of Kohn's ideas is that educational practices prone
to competition should be eliminated. Johnson argues that one factor that would
enhance a positive attitude towards the teaching / learning experience is
cooperative and non-competitive learning.

Johnson and Ahlgren [34] began contemplating learning approaches, cooperation,
and competition. Following the analysis of this experiment, it was found that
students were not motivated to learn because of competitiveness, but on the
contrary of cooperation. Humphreys and Johnson's study shows that students'
cooperative learning was more valued than competitive and individualistic
learning. A central idea of these three personalities (Kohn, Johnsons, Ahlgren)
highlights the multitude of problems that have a tangent with the adverse effects
that the competitive environment can have.

Two different ways of approaching the way of learning are cooperation and
competition. Therefore, if combined, Johnson & Johnson came up with the idea
that it benefits students. The key to students' intellectual development and
opportunities is the correct development of training methods and strategies that
encourage both cooperation and competition. The long-standing authorities on
cooperative learning, Johnson and Johnson, adopted as a necessity the inclusion of
cooperative learning mixed with individualistic / competitive learning. Cooperation
combined with competition is a way of working. This strategy combines elements
of cooperation with some features, necessary characteristics of motivational
competition through inter-group between teams of collaborative students. For
instance, in 1995 Wynne came up with an interesting analysis of sports
management instructors who should usefully group students into heterogeneous or
homogeneous groups. As a result, these groups should be interested in seeking
individual results and solving team problems. Therefore, qualify the team and
increase some individual positive results. One of the important remarks in history
was made by Johnson and Johnson in 1998 [2]. That remark sounds like conditions
are an important factor in his research, and competitive or individualistic efforts
were the pillars around which his thoughts were. His project focused on a strong
idea of showing the need for more work to get results on the conditions in which
these two combined are effective. Already in 2004, Tauer and Harackiewicz [14]
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discovered that the motivation of the participants was closely related to the
combination of the 2 methods of cooperative group learning with the inter-group
competition. All the analyzes and ideas led to the fact that the participants'
happiness, motivation, and well-being is in direct connection promoted by
cooperation and competition.

According to Morton Deutsch [12] the theory of cooperation and competition is
based on two main points:

e The interdependent nature of the goals of the people inside the situation:
when both can achieve the goal at the same time (facilitating
interdependence) or when only one of the participants can achieve the goal
(opposite interdependence). In most life situations, there is a complex
interdependence of goals, where both the facilitating and the opposite
interdependence coexist simultaneously. But interdependence is a
prerequisite, without which conflict will not arise.

e People act in a certain way: cooperation (coordination of actions to jointly
achieve goals) and competition (strengthening their position at the expense
of infringing on the interests of another).

In the same way, according to Deutsch the law of social relations: The
characteristic processes and effects caused by a given type of social relationship
tend to cause this type of social relationship. Cooperation will evoke and be
provoked by the perception of unity, willingness to help, openness, trust, and
friendliness, etc. Competition will be provoked by threats and cunning, limited
communication, suspicion, emphasis on differences, etc. According to Deutsch, a
conflict can arise in a cooperative and competitive environment. But the
environment will influence the course of the conflict and the quality of its
resolution. A conflict taking place in a cooperative environment has more chances
to be resolved productively, with the achievement of a positive or even maximum
positive result (as can be seen from the example of the prisoner's dilemma). The
competitive environment can lead to a destructive resolution of a conflict situation.
However, rivalry does not always lead to a negative result (which again can be
seen in the example of the prisoner's dilemma: rivalry can maximize the gain of
one, but only in conditions of loss of the other). Deutsch proposes to create a
cooperative environment in a group so that conflicts within it are resolved
productively. This is possible if we use the law of social relations. When creating
an atmosphere of friendliness and support, with an emphasis on common goals, the
participants of interpersonal interaction will help each other in achieving the goal,
exchange information useful for the solution, and form positive attitudes towards
each other and will also be satisfied with the joint result and their personal
contribution to it. Deutsch assumed that the situations of interaction and strategies
of behavior in these situations for interpersonal and intergroup (in small and large
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groups) conflicts are the same, and they can be considered using identical
categories.

The cooperative system of interaction will be characterized by:

e Effective intergroup communication, verbalization of a large number of
ideas, and receptivity to them.

e Manifestations of friendliness and mutual assistance, satisfaction with their
group. Coordination of efforts and division of labor.

e Respect and responsiveness.
e A feeling of similarity in beliefs and values, trust in-group members.

e Willingness to increase the resources, strength, and capabilities of another
member of the group to achieve common goals.

e The conflict is perceived as a problem that must be solved by joint efforts.
Limiting the expansion of the conflict. [35]

The competitive environment will have completely opposite characteristics and is
based on the possibility of resolving the conflict by strengthening one's own single
position and suppressing another, which will lead to escalation.

3. Tested approaches and results

For testing separately each approach and afterward testing their mix, we have
analyzed the students' feedback and results in different types of activities. Because
self-evaluations and reports are very important to us, we have created some opinion
surveys using Google Forms and asked a group of 20-24-year-old students to
answer 9 questions. Students were asked their closest learning strategy and the life
situations they use or participate with them. To respect the privacy of users' data,
we have excluded the need to enter an email address, to collect as many
anonymous responses, which are as easy to express from students, as effective for
obtaining important and concise results from this experiment. For the introduction
of a user in this opinion poll, we made a short introduction in which we explain
what the notion of cooperation and competition means, following that the person
who expresses his position to approach on his own what impact they would have in
the 2 forms, independently and mixed in the learning process. Subsequently, they
were initially asked which of these learning environments seems to be the most
comfortable for efficiency in the learning process, following the requirement to
write at least one advantage and one disadvantage for a cooperative learning
environment and a learning environment competitive by allowing them to freely
express what these 2 approaches mean and imply for each in an educational
environment. For the analysis of the results, the students were asked to express
their thoughts on mixing these 2 dimensions, namely what would be the limitations
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of sharing competition and cooperation for learning and what qualities they can
develop in the future for participants.

To find an interdependence between students' responses, we asked them to tell us
how often they are involved in events related to competitiveness and cooperation.
Students prefer to participate more often in cooperative environments with a gap of
13.9% compared to competitive. Whereas, in the competitive environment, 32.6%
of students occasionally go to such events. Results are summarized in Fig. 1a and
1b. The result of this experiment was somewhat expected by us. For the choice
between the 3 variants, the most voted was the Mixing of competitive and
cooperative approaches - 48.8% (fig. 3). Regarding competitive learning, most
participants wrote that this approach is the most stimulating method of learning and
that it offers a person the best way to express themselves (about 80%), while 20%
considered that competition is the more efficient multilateral own development
method. On the other hand, most participants (65.3%) also gave arguments against
competitiveness.

32.5

Casual

Almost never

Almost
never

11.6
Very often

11.6
Very often

35.6 39.5

Often Often
Fig. 1. a) Frequency of competitive activities, b) Frequency of cooperation
activities

For example, 87.3% said that competitions can easily provoke conflicts of interest
between participants, and others said that it can become a big disadvantage for shy
people thus they risk not being able to express themselves.

As for the cooperative learning method, the strong points were about teamwork and
the impact of the team on each member. This leads to socialization, group
integration, development of social skills, and positive interdependence of members.
Among the downsides, about 90% alluded to the inequality of forces in a group,
which can provoke conflicts and limit efficiency quite a bit, because the weakest
will rely on the most diligent or their integration would involve costs, great time,
and performance.
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cooperative
and competitive

Cooperative

Fig. 2.

We mention that however the methods of cooperation were more preferred by the
users than the competitive ones (53.5% vs 46.5%) (fig. 3). The most interesting
part occurred when the survey participants had to express their opinion regarding
the combination of the 2 learning models, thus managing to examine which
approach has a greater weight in the selection of the best approach. Therefore, any
limitations that may arise consist in differentiating members due to the competitive
factor, which implies intimidation of less productive members or the risk of losing
control of competitiveness to the detriment of cooperation. However, it was found
that the participants largely appreciated the effects of combining the 2 educational
procedures, as 62.7% emphasized the qualities of teamwork, 21% highlighted the
quality of leadership and responsibility, and the rest were positive due to the social
skills that maintain such an environment, such as: generosity, mutual help,
friendship, or inspiration.

46.5

Competition

Cooperation

Fig. 3. Competition vs Cooperation

Another method by which we chose to analyze students' behavior in different
strategies for learning and solving tasks was the team projects, in which we also
participated, and we could observe the impact of the 3 strategies on the results
inside. It is about 2 projects in the team that we had at college, which involved
modern technologies, namely machine learning and web development. Obviously,
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the diversity of knowledge played a significant role in these projects, and from the
beginning, we tried to analyze the behavior of the participants in the process of
learning and solving the project tasks. An important thing to specify was that in the
first project, the participants had the opportunity to choose their project team
individually, while in the second project, they were chosen randomly, which meant
a greater challenge for team members to impose themselves in the project with new
people. These 2 projects focused on the cooperation between the team members to
complete the assignment, the second stage was the competitive process where the
best projects were analyzed and evaluated. From the beginning, the members of all
the teams were informed about these 2 stages, which made the mixing of the 2
strategies remain equally strong throughout the project. In addition, to validate the
idea of mixing competition and cooperation in the learning process, participants
were asked to give feedback and grades to teammates at constant intervals related
to involvement and contribution to project development. Likewise, the participants
in the projects were asked to express what they like and what they do not like in
cooperation with colleagues and later. In this way, we have analyzed the
discussions within the teams and feedbacks that were given at the end of the project
to establish the results and conclusions on the efficiency of the combination
between the cooperative and competitive approaches.

Analyzing the feedback given by project colleagues, we noticed that the results
were relative, based on the quality of cooperation between team members,
recording the opinions in Table 1. Students who had more experienced and
responsible teammates had a healthy cooperation and fully appreciated this.
However, unbalanced teams were a major problem that affected the performance
indicators of the two policies. 91% of colleagues were enthusiastic about the
occasion, having a good emotional state to repeat this experience, and 9% were
skeptical about repeating such an opportunity.

Table 1. Advantages and disadvantages of mixing strategies

Advantages Disadvantages

A way to improve you